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The Need to Safeguard Taxpay

eguarding taxpayer data is a top priority for the IRS. It is the responsibility c
Swernment, businesses, organizations, and individuals that receive, maintair
transmit, or store taxpayers’ personal information. Taxpayer data is defined as ar
information that is obtained or used in the preparation of a tax return (e.g., incomn
statements, notes taken in a meeting, or recorded conversations). Whether you ¢
or unpaid for your services, a one person operation or a large corporation, have
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~ Preserve the confidentiality and privacy of taxpayer data by restricting

access and disclosure;

v Protect the integrity of taxpayer data by preventing improper or unauthorized
modification or destruction; and

v Maintain the availability of taxpayer data by providing timely and reliable acces
and data recovery.

For a brief description of related laws and regulations, refer to the table in Chapt
“Safeguarding Taxpayer Data, References to Applicable Laws and Regulations.”
to standards and best practices, refer to the table in Chapter 5, “Safeguarding Ta
Data, References to Applicable Standards and Best Practices.”




How to Safeguard Taxpayer Data
Getting Started

you handle taxpayer information you may be subject to the Gramm-Leach Bliley Act (GLB

Federal Trade Commission (FTC) Financial Privacy and Safeguards Rules. Whether or not

the GLB Act and the FTC Rules, you could benefit from implementing the general processes:
outlined in FTC information privacy and safeguards guidelines.

Financial institutions as defined by FTC include professional tax preparers, data processors, |
and service providers who are significantly engaged in providing financial products or service
take the following steps to protect taxpayer information. Other businesses, organizations, anc
1andling taxpayer information should also follow these steps because they represent best pre

n Take responsibility or assign an individual or individuals to be responsible for safeguards;

v Assess the risks to taxpayer information in your office, including your operations, physical e
computer systems, and employees, if applicable. Make a list of all the locations you keep taxf
tion (computers, filing cabinets, bags, and boxes taxpayers may bring you);

v Write a plan of how you will safeguard taxpayer information. Put appropriate safeguards in

v Use only service providers who have policies in place to also maintain an adequate level of
protection defined by the Safeguards Rule; and

~ Monitor, evaluate, and adjust your security program as your business or circumstances chat

The FTC has fact sheets and guidelines on privacy and safeguards for businesses on their W
www.ftc.gov. In addition, you may seek outside professional help to assess your information ¢

To safeguard taxpayer information, you must determine the appropriate security controls for y
ment based on the size, complexity, nature, and scope of your activities. Security controls are
ment, operational, and technical safeguards you may use to protect the confidentiality, integri
availability of your customers’ information. Examples of security controls are:

1 Locking doors to restrict access to paper or electronic files;

2. Requiring passwords to restrict access to computer files;

3 Encrypting electronically stored taxpayer data;

4. Keeping a backup of electronic data for recovery purposes; and

5. Shredding paper containing taxpayer information before throwing it in the trash.

For additional examples of security controls, refer to the National Institute of Standards and T
(NIST) SP 8@uHdication listed in Chapter 5



Putting

Safeg uard Srogram. It can help you put in place security procedures and controls to protect taxpayer inforn

The following checklist includes many activities that can be included in an information security

It is important to consider all the safeguards that are applicable to your business.

In Place

CHECKLIST FORSAFEGUARDING TAXPAYERDATA

ADMINISTRATIVE ACTIVITIES ONGOING DONE N/A

Complete a Risk Assessment. Identify the risks and potential impacts of unauthorized ddcess, usg] disclosure,
disruption, modification, or destruction of information and information systems that can be used to access taxpayer
data. How vulnerable is your customer’s data to theft, disclosure, unauthorized alterations, or unrecoverable loss?
What can you do to reduce the impact to your customers and your business in such an event? What can you do to
reduce vulnerability?

Write and follow an Information Security Plan that: O O
— Addresses every item identified in the risk assessment. O O
— Defines safeguards you want affiliates and service providers to follow. O O
— Requires a responsible person to review and approve the Information Security Plah. O

— Requires a responsible person to monitor, revise, and test the Information Securiiy Plan on[@ periodic
(recommended annual) basis to address any system or business changes or problems identified.

Periodically (recommended annually) perform a Self-Assessment to: O O
— Evaluate and test the security plan and other safeguards you have in place. O O
— Document information safeguards deficiencies. Create and execute a plan to addréss them(

Retain a copy of the Self-Assessment and ensure it is available for any potential reviews|. O

If required by the FTC Privacy Rule, provide privacy notices and practices to your custdmers. O O

Specify in contracts with service providers the safeguards they must follow and monitofhow they[@andle [
taxpayer information.

Ask service providers to give you a copy of their written security policy on safeguardingihformatidg. [m]




FACILITIESSECURITY ONGOING DONE N/A

Protect from unauthorized access and potential danger O O
(e.g., theft, floods, and tornados) all places where taxpayer information is located.

Write procedures that prevent unauthorized access and unauthorized processes. O O

Assure that taxpayer information, including data on hardware and media, is not left un-§&cured o
desks or photocopiers, in mailboxes, vehicles, trash cans, or rooms in the office or at home where
unauthorized access can occur.

Authorize and control delivery and removal of all taxpayer information, including data ofilhardwaré and media.

Lock doors to file rooms and/or computer rooms. O O

Provide secure disposal of taxpayer information, such as shredders, burn boxes,
or temporary file areas until it can be securely disposed. O O

PERSONNELSECURITY ONGOING DONE N/A

Create and distribute Rules of Behavior that describe responsibilities and expected beHavior regdrding camputer
information systems as well as paper records and usage of taxpayer data. Have all information system users complete,
sign, and submit an acknowledgement that they have read, understood, and agree to comply with the rules of behavior.

An example of rules of behavior can be found in Appé8@inidedbNZEVEBpBYY Security Plans
for Federal InformationF&ysteans 2006.

Ensure personnel from third-party providers such as service bureaus, contractors, and lather busihésses providing
information technology services meet the same security requirements as those applied to your personnel.

Address Rules of Behavior for computer system management. O O O

When interviewing prospective personnel, explain the expected Rules of Behavior. O O O

When possible, perform a background and/or reference check on new employees who Will have dohtact With
taxpayer information. Conduct background screenings that are appropriate to the sensitivity of an assigned position.

Screen personnel prior to granting access to any paper or electronic data. This will heldg_&nsure tHelr suitability
for a position requiring confidentiality and trust.

Have personnel who will have access to taxpayer information sign nondisclosure agreeents on fhe O
use of confidential taxpayer information.

Develop and enforce formal compliance policies and processes, including possible disdiplinary adfion, [J
for all personnel who do not comply with the businesses’ established information security policies and procedures.

Terminate access to taxpayer information (e.g., login IDs and passwords) for those emjlbyees [] O
who are terminated or who no longer need access.

For each employee who is terminated, conduct an exit interview and ensure the employge returng_properiy
that allows access to taxpayer information (e.qg., laptops, media, keys, identification cards, and building passes).

Train staff on Rules of Behavior for access, non-disclosure, and safeguards of taxpayefinformatian. O
Provide refresher training periodically.







